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ABSTRACT

Cybersecurity threats targeting Small and Medium Enterprises (SMEs) are rapidly increasing, while existing enterprise-grade
Intrusion Detection and Prevention Systems (IDPS) remain costly and inaccessible. This project presents a low-cost, Al-
enhanced IDPS built using Raspberry Pi 4, designed to provide real-time network monitoring, intelligent threat detection, and
automated prevention at an affordable cost. The system integrates Suricata IDS/IPS with over 49,000 signature rules for
detecting known attacks, alongside a Random Forest machine learning model trained on the CICIDS2017 dataset to identify
unknown and zero-day threats. Feature optimization reduces computational overhead, enabling efficient deployment on
resource-constrained hardware. To enhance usability, the system includes automated threat intelligence updates, real-time
monitoring through a web-based dashboard, and instant alerting with one-tap response actions. Experimental results
demonstrate high detection accuracy (up to 99.8%0), low response time (~255 ms), and negligible false positives, with
minimal network latency impact. With a total cost under 15,000, the proposed system offers a scalable, efficient, and cost-
effective cybersecurity solution for SMEs, bridging the gap between affordability and advanced threat protection.
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1. INTRODUCTION

Cybersecurity has emerged as one of the most critical
challenges facing organizations in the digital age. Small and
medium enterprises (SMEs) are increasingly targeted by
malicious actors due to their limited security infrastructure
and budget constraints. According to recent industry reports,
over 43% of cyberattacks target small businesses, yet only a
fraction of these organizations can afford enterprise-level
security solutions.

Commercial Intrusion Detection and Prevention
Systems (IDPS) such as Cisco Firepower, Palo Alto
Networks, and Fortinet provide comprehensive threat
management but are priced between $5,000 and $15,000 for
hardware alone, excluding annual licensing and maintenance
fees. This creates a significant security gap for startups and
SMEs operating on constrained budgets.

Existing open-source and low-cost alternatives such as
Pi-hole, IPFire, and basic Snort deployments require
significant technical expertise to configure and maintain.
Furthermore, these solutions rely primarily on signature-
based detection, which fails to identify novel or zero-day
threats that do not match known attack patterns.

production-ready

To address these limitations, this paper proposes a low-
cost Al-enhanced IDPS built on the Raspberry Pi 4 platform.
The proposed system combines traditional signature-based
detection with machine learning-driven behavioral anomaly
detection, enabling identification of both known and
previously unseen threats. The system further integrates
automated threat intelligence feeds, real-time mobile alerts,
and a plug-and-play deployment model designed specifically
for non-technical startup environments. The overall system
deployment topology is illustrated in Fig. 5.

The proliferation of Internet of Things (10T) devices in
office environments has further compounded the security
challenge for SMEs. 0T devices such as smart printers, IP
cameras, and connected sensors are frequently deployed
without security hardening, creating additional attack
surfaces that require centralized monitoring and control.
Traditional perimeter security approaches that focus solely
on the network boundary are insufficient in environments
where 10T devices may introduce lateral movement
opportunities for attackers once inside the network.

The contributions of this paper are: (1) a complete,
IDPS architecture deployable on

commodity Raspberry Pi hardware; (2) an optimized
Random Forest feature set reduced to 20 features from 78
original CICIDS2017 features while maintaining over
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94% detection accuracy; (3) a plug-and-play deployment
model requiring no technical configuration; (4) real-time
mobile push notification and one-tap response system; and
(5) an empirical performance evaluation benchmarked
against commercial enterprise IDPS solutions.

The remainder of this paper is organized as follows:
Section 1l reviews related work in intrusion detection and
low-cost security platforms. Section 1l describes the
proposed system architecture. Section IV details the
machine learning model design. Section V covers
implementation. Section VI describes the experimental
setup. Section VII presents and discusses results. Section
VI concludes the paper.

Il. RELATED WORK

Network intrusion detection systems have been
extensively studied over the past two decades. Signature-
based approaches such as Snort [1] and Suricata [2]
provide reliable detection of known threats through rule-
based matching but exhibit limited effectiveness against
zero-day exploits and advanced persistent threats (APTS).

Anomaly-based detection using machine learning
has gained significant research attention. Support Vector
Machines (SVM) and Random Forests have demonstrated
strong classification performance on benchmark datasets
including KDD Cup 99 and CICIDS2017 [3]. Deep
learning approaches, including Long Short-Term Memory
(LSTM) networks, have been applied to sequential traffic
pattern analysis with promising results [4].

Low-cost hardware platforms for network security
have been explored in recent literature. Raspberry Pi
deployments for basic firewall and DNS-level filtering [5]
show feasibility but lack the integration of intelligent
detection mechanisms. loT-based security monitoring
frameworks [6] address resource-constrained
environments but do not provide prevention capabilities.

The proposed system addresses the gap in existing
literature by combining signature-based and anomaly-
based detection on affordable hardware with automated
prevention and plug-and-play deployment, targeting the
specific requirements of SME environments.

111. PROPOSED SYSTEM ARCHITECTURE The
proposed IDPS architecture consists of six integrated
modules deployed on a Raspberry Pi 4 (8GB RAM)
platform. The system is positioned inline between the
internet gateway and the internal network switch, enabling
full bidirectional traffic inspection. The complete system
architecture is shown in Fig. 1.

Fig. 1. Proposed IDPS System Architecture
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The core components of the proposed system are: * Traffic
Capture and Preprocessing Module:
Captures raw network packets using libpcap and

extracts 78 statistical features per flow including
duration, protocol type, packet length statistics, flag
counts, and inter-arrival times.

« Sighature-Based Detection Engine: Suricata IDS/IPS
configured with Emerging Threats ruleset for
detection of known attack signatures including port
scans, SQL injection, malware C2 traffic, and DDoS
patterns.

* AI/ML Anomaly Detection Module: A trained
Random Forest classifier processes extracted flow
features to identify behavioral deviations from
baseline normal traffic.

* Threat Intelligence Update Engine: Automated daily
synchronization with AbuselPDB and Emerging
Threats feeds to maintain current blocklists without
manual intervention.

» Prevention and Response Module: Automated
firewall rule injection via nftables to block detected
threats including IP blocking, port blocking, and
traffic rate limiting.

« Mobile Dashboard and Notification System: Real-
time push notification system delivering threat alerts
to administrator mobile devices with one-tap block
and allow controls.

IV. MACHINE LEARNING MODEL DESIGN The
anomaly detection component employs a supervised
Random Forest classifier trained on the CICIDS2017

dataset, which contains labeled traffic flows for normal

activity and fourteen attack categories. The complete ML
detection pipeline is shown in Fig. 2.
Fig. 2. ML-Based Anomaly Detection Pipeline
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Feature extraction is performed per network flow
using CICFlowMeter. The 78 extracted features are
normalized using min-max scaling. Feature importance
analysis identified the top 20 contributing features including
flow duration, total forward and backward packets, packet
length mean and standard deviation, flow bytes per second,
and SYN flag count, which are used for inference to reduce
computational overhead on the resource-constrained
platform.

The model training configuration is: CICIDS2017
dataset with 2.8 million labeled flow records, 80/20 train-
test split, Random Forest with 100 estimators,
GridSearchCV hyperparameter tuning, and 5-fold cross-
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validation. The trained model is serialized using joblib
and loaded into memory at system startup, enabling
sub-millisecond per-flow inference latency.

V. IMPLEMENTATION

The system software stack is built on Raspberry
Pi OS Lite (64-bit) to minimize resource overhead.
Python 3.10 serves as the primary development
language for the ML pipeline, threat intelligence
engine, and dashboard backend. Suricata 6.0 is
configured in inline IPS mode using NFQueue to
intercept and evaluate traffic before forwarding or
blocking.

The mobile dashboard backend is implemented
using Flask with WebSocket support for real-time alert
streaming. The mobile companion application receives
push notifications via Firebase Cloud Messaging
(FCM) and displays live traffic statistics, threat logs,

and response controls as shown in Fig. 6.
Fig. 6. Mobile Dashboard — Real-Time Alert and
Notification Interface
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Networ
k device discovery is implemented using Nmap with
automated periodic scanning to maintain an up-to-date
inventory of connected devices. The complete system is
packaged as a pre-configured Raspberry Pi OS image.
Deployment requires only flashing the SD card and
connecting the device between the gateway and network
switch, achieving the target plug-and-play deployment

model.

VI. EXPERIMENTAL SETUP

The experimental evaluation was conducted in a
controlled laboratory network environment replicating a
typical small office setup with 10 connected devices. The

ISSN: 2347-8578 www.ijcstjournal.org

Page 390



International Conference on Intelligent Computing and Explainable Al (ICICEA) — April 2026

Raspberry Pi 4 (8GB RAM, 64GB SD card) was deployed

Average threat response time from detection to

inline between a standard ISP gateway and a 24-port automated blocking rule activation was measured at 287

network switch, as illustrated in Fig. 5.

Fig. 5. Physical Network Deployment Topology for
Experimental Evaluation
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Attack simulation was performed using Metasploit
Framework, hping3, LOIC, and SQLMap to generate
representative attack traffic including port scans, SYN
floods, brute force attempts, SQL injection, and botnet
command-and-control simulations. Normal traffic was
generated using IXIA BreakingPoint traffic profiles. Key
hardware parameters: Raspberry Pi 4 with 8GB RAM,
Gigabit Ethernet, Raspberry Pi OS Lite 64-bit, Suricata
6.0 with Random Forest ML model, 72 hours continuous
operation, traffic volume up to 850 Mbps.

VII. RESULTS AND DISCUSSION

Experimental results demonstrate that the proposed
Al-enhanced IDPS achieves strong detection performance
while operating within the computational constraints of
the Raspberry Pi 4 platform. The per-category detection
accuracy results are presented in Fig. 3.

Fig. 3. Detection Accuracy by Attack Category on
CICIDS2017 Test Dataset
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The ML anomaly detection module achieved an overall
classification accuracy of 94.3% across all attack

categories. Detection rates were highest for DoS and
DDoS attacks at 98.1% and 97.4% respectively, while
infiltration attacks showed lower detection at 88.6% due
to their stealthy low-volume nature. The false positive
rate was maintained at 2.1%.
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milliseconds. Fig. 4 presents the response time
comparison against commercial enterprise  IDPS
solutions.

Fig. 4. Response Time Comparison: Proposed IDPS vs
Enterprise Solutions
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TABLE I

PERFORMANCE COMPARISON: PROPOSED IDPS
VS ENTERPRISE SOLUTION

Parameter Enterprise IDPS

Hardware Cost $5,000 — $15,000

Detection Accuracy 95 — 98%
False Positive Rate 1-3%
Avg. Response Time 150 — 400 ms

Threat Intelligence Auto-updated

Mobile Dashboard Optional / Extra Cost

Setup Complexity High (Technical)

Annual License $1,000 — $5,000

The comparison in Table | demonstrates that the
proposed system achieves performance metrics within
acceptable margins of enterprise-grade solutions at a
fraction of the cost. The plug-and-play deployment model
and integrated mobile dashboard represent unique
features not available in comparable low-cost alternatives.

VIII. CONCLUSION
This paper presented a low-cost Al-enhanced
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Intrusion Detection and Prevention System built on the
Raspberry Pi 4 platform, designed to address the
cybersecurity accessibility gap faced by small and
medium enterprises. The proposed system integrates
signature-based detection via Suricata, machine learning
anomaly detection using a Random Forest classifier,
automated threat intelligence updates, real-time mobile
alerting, and a plug-and-play deployment model.
Experimental  evaluation confirmed detection
accuracy of 94.3% with a false positive rate of 2.1% and
average threat response time of 287 milliseconds,
demonstrating performance comparable to enterprise
solutions costing over
40 times more. The total system cost under $120 makes
comprehensive IDPS financially accessible to resource-
constrained organizations for the first time.

Future work includes experimental validation on
diverse real-world SME network environments, integration
of deep learning models for improved detection of low-and-
slow attacks, exploration of federated learning for privacy-
preserving  collaborative  threat intelligence, and
development of a cloud-managed multi-device deployment
platform.
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